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[bookmark: _Toc38308886]*** 1st CHANGE***
[bookmark: _Toc42177167][bookmark: _Toc42179520][bookmark: _Toc42246793]4.1	Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 



Figure 4.1-1: Fundamental Network Model for AKMA
NOTE:	Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators' deployment scenarios. 
The AKMA service requires a new logical entity: AKMA Anchor Function (AAnF). 
AAnF is the anchor function in the HPLMN that generates the key material to be used between the UE and the AF and maintains UE AKMA contexts.

*** 2nd CHANGE***
[bookmark: _Toc42177174][bookmark: _Toc42179527][bookmark: _Toc42246800]4.3	AKMA Service Based Interfaces description
The following interfaces are involved in AKMA network architecture: 
-	Nnef: Service-based interface exhibited by NEF.
-	Nausf: Service-based interface exhibited by AUSF.
-	Nudm: Service-based interface exhibited by UDM.
NOTE X: UDM services related to AKMA service are defined in TS 33.501 [2] clause 14.2.2.
-	Naanf: Service-based interface exhibited by AAnF.
-	Naf: Service-based interface exhibited by AF.
The AAnF interacts with the AUSF and the AF using Service-Based Interfaces. When the AF is located in the operator's network, the AAnF shall use Service-Based Interface to communicate with the AF directly. When the AF is located outside the operator's network, the NEF shall be used to exchange the messages between the AF and the AAnF.

*** 2A CHANGE***
[bookmark: _Toc42177184][bookmark: _Toc42179536][bookmark: _Toc42246809]6.1	Deriving AKMA key after primary authentication
There is no separate authentication of the UE to support AKMA functionality. Instead, it AKMA reuses the 5G primary authentication procedure executed e.g. during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.



Figure 6.1-1: Deriving AKMA root key after primary authentication
1. During the primary authentication procedure, the AUSF interacts with the UDM in order to fetch authentication information such as subscription credentials (e.g. AKA Authentication vectors) and the authentication method using the Nudm_UEAuthentication_Get Request service operation. 
2. In the response, the UDM may also indicate to the AUSF whether AKMA keys need to be generated for the UE.
3.  If the AUSF receives the AKMA indication from the UDM, the AUSF shall store the KAUSF and generate the AKMA Anchor Key (KAKMA) and the A-KID from KAUSF after the primary authentication procedure is successfully completed.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. 
4. After AKMA key material is generated, the AUSF shall send the generated A-KID, and KAKMA to the AAnF together with the UE SUPI using the Naanf_AKMA_AnchorKey_RegisterKeyRegistration Request service operation. The AAnF shall store the latest information sent by the AUSF.
NOTE 1:	The AUSF need not store any AKMA key material after delivery to the AAnF.
5. The AAnF sends the response to the AUSF using the Naanf_AKMA_AnchorKey_Register Response service operation.

The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. 
A-KID identifies the KAKMA key of the UE from which other AKMA keys are derived.
A-KID shall be in NAI format as specified in clause 2.2 of IETF RFC 7542, i.e. username@realm. The username part includes the Routing Identifier and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier.
The A-TID shall be derived from KAUSF as defined in clause A.3. 
NOTE 2:	The chance of A-TID collision is not zero but practically low as the A-TID derivation is based on KDF specified in Annex B of TS 33.220 [4]. The detection of A-TID collision as well as potential handling of collision is not addressed in the present document.
The key derivation of KAKMA shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAKMA is computed (as per Annex A.2) as KAKMA=KDF (KAUSF, "AKMA", SUPI), where the key derivation parameters consist of a static string "AKMA", and SUPI. 
Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 

*** 2B CHANGE***


[bookmark: _Toc42177185][bookmark: _Toc42179537][bookmark: _Toc42246810]6.2	Deriving AKMA Application Key for a specific AF
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from 5GC directly, when the AF is located in the operator's network.



Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID in the Application Session Establishment request message (see clause 6.1). 
[bookmark: _GoBack]2.	If the AF does not have an active context associated with the A-KID, then the AF sends a Naanf_AKMA_ApplicationKey_GetAFKey request to AAnF with the A-KID to request the AKMA Application Key for the UE. The AF also includes its identity (AF Id) in the request. The AAnF shall authorize AF. The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NEF/NRF using the AF Id. If succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF can check whether the subscriber is authorized to use AKMA by the presence of the AKMA anchor key K_AKMA that has been received from the AUSF.
If the AAnF is in possession of the AKMA Application Key (KAF), it responds to the AF with the KAF. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the A-KID. 
	If KAKMA is available in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not available, the AAnF shall continue with step 4 and send an error response.
3.	The AAnF derives the AKMA Application Key (KAF) from KAKMA. 
	The key derivation of KAF shall be performed using the key derivation function (KDF) specified in TS 33.220 [4]. KAF is computed (as per clause A.4) as KAF=KDF (KAKMA, AF_ID), where the AF_ID is constructed as follows: AF_ID = FQDN of the AF || Ua* security protocol identifier. The Ua* security protocol identifier is specified as Ua security protocol identifier in Annex H of TS 33.220 [4]. The key used for the derivation of KAF is KAKMA.
4.	The AAnF sends Naanf_AKMA_ApplicationKey_GetAFKey response to the AF with KAF and the KAF expiration timelifetime.
5.	The AF response the Application Session Establishment request to the UE.




*** 3rd CHANGE***
[bookmark: _Toc42177191][bookmark: _Toc42179543][bookmark: _Toc42246816]7.1	Services Provided by AAnF
[bookmark: _Toc42177192][bookmark: _Toc42179544][bookmark: _Toc42246817]7.1.1	General
The AAnF provides AKMA Application Key derivation service to the requester NF by Naanf_AKMA_KeyRegistration.
The following table shows the AAnF Services and AAnF Service Operations.
Table 7.1.1-1: List of AAnF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	AnchorKey_Register
	Request/Response
	AUSF

	
	ApplicationKey_Get
	Request/Response
	AF, NEF





[bookmark: _Toc40963764]7.1.2	Naanf_AKMA_AnchorKey_Register KeyRegistrationservice operation
Service operation name: Naanf_AKMA_AnchorKey_RegisterKeyRegistration.
Description:  The NF consumer requests the AAnFf to store the AKMA related key materialprovide AF related key material.
Input, Required: SUPI, A-KID, KAKMAAF ID 
Input, Optional: None. 
Output, Required: KAF, lifetimeNone.
Output, Optional: None.

*** 4th CHANGE***
[bookmark: _Toc40963770]7.1.X	Naanf_AKMA_ApplicationKey_Get service operation
Service operation name: Naanf_AKMA_ApplicationKey_Get.
Description:  The NF consumer requests the AAnF to provide AF related key material.
Input, Required: A-KID, AF_ID 
Input, Optional: None. 
Output, Required: KAF, KAF expiration time.
Output, Optional: None.

*** 5th CHANGE***
[bookmark: _Toc42177194][bookmark: _Toc42179546][bookmark: _Toc42246819]7.2	Void Services Provided by AUSF
[bookmark: _Toc42177195][bookmark: _Toc42179547][bookmark: _Toc42246820]7.2.1	General
The AUSF provides AKMA key provision service to the requester NF by Nausf_AKMAkey_Get.
[bookmark: _Toc42177196][bookmark: _Toc42179548][bookmark: _Toc42246821]7.1.2	Nausf_AKMAKey_Get Service
Service operation name: Nausf_AKMAkey_Get.
Description: The NF consumer requests the AUSF to get the KAKMA of A-KID.
Input, Required: A-KID. 
Input, Optional: None. 
Output, Required: KAKMA.
Output, Optional: None.

*** 6th CHANGE***
[bookmark: _Toc42177197][bookmark: _Toc42179549][bookmark: _Toc42246822]7.3	Services Provided by NEF
[bookmark: _Toc42177198][bookmark: _Toc42179550][bookmark: _Toc42246823]7.3.1	General
The NEF exposes AKMA Application Key derivation service to the requester NF by Nnef_AKMA_AFKey.
The following table shows the NEF Services and NEF Service Operations related to AKMA service.
Table 7.1.1-1: List of AAnF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_AKMA
	ApplicationKey_Get
	Request/Response
	AF



7.3.2	Nnef_AKMA_ApplicationKey_GetAFKeyCreate service operationService
Service operation name: Nnef_AKMA_ApplicationKey_GetAFKey.
Description:  The NF consumer requests the AAnF NEF to provide AF related key material.
Input, Required: A-KID, AF_ ID 
Input, Optional: None. 
Output, Required: KAF, KAF expiration timelifetime.
Output, Optional: None.
*** 7th CHANGE***
7.X	Services Provided by UDM
UDM services related to AKMA service are defined in TS 33.501 [2] clause 14.2.2.


*** END OF CHANGES***
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